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Rocnik 2009

NetAcad zo Slovenska

V dnoch 22. a 23. maja 2009 sa na
Polytechnickej univerzite v Bukuresti
uskutochnilo finale 2. rocnika medzina-
rodnej sutaze pedagdgov
(inStruktorov) $kol strednej a vychod-
nej Eurdpy, zapojenych do program
Sietovych akadémii Cisco — sataz
iCompetition 2009.
Do sutaze sa zapojilo viac ako 200
pedagdgov strednych a vysokych ko,
ktori od marca 2009 absolvovali dis-
tanéne 3 kvalifikacné kola prostred-
nictvom portalu sutaze.
Do findle sitaze v Bukuresti sa kvalifi-
kovalo 10 pedagégov (3 zo SR, 2
z Ukrajiny, 2 z Rumunska a po jed-
nom z CR, Bulharska a Turecka).
Finale sutaze skoncilo velkym uspe-
chom prave pedagégov zo SR, ktori
boli v ramci sut’aze najispesnejsi.
* Celkovym vitazom sat’aze sa
stal Peter Paluch zo Zilinskej
univerzity.

* Peter Fecilak z Technickej
univerzity v Kosiciach sa
umiestnil na 5. mieste

a Tomas Kanocz, tiez z Tech-
nickej univerzity v KosSiciach
sa umiestnil na 8. mieste.
Samotny priebeh dvojdriovej sutaze
bolo mozné sledovat’ prostrednic-
tvom video IP streamingu, ktorého
vysielanie zabezpecoval Videotim
z Technickej univerzity v KosSiciach
(http://videoserver.cnl.tuke.sk). Viac
informacii o priebehu sitaze je mozné
najst’ na www.icompetition.net.
Sut’az iCompetition 2009 ukaza-
la, Ze uspechy, ktoré dosahuju
Studenti programu Siet'ovych
akadémii zo Slovenska v medzi-
narodnych sut’aziach nie si na-
hodne. Aj ich uditelia patria
k medzinarodnej Spicke.
FrantiSek Jakab
koordinator programu
Sietovych akadémii v SR
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| Prihovor AAM

Vazena komunita,
sk. rok uz mame
takmer za sebou. Este
vyuzime posledné
moznosti napravit' to,
¢o sme ,pokazili“,
pripadne nie celkom
Uspesne realizovali, aby sme do nové-
ho sk. roku isli s Cistym Stitom.

V uplynulom Skolskom roku doslo
zase v ramci programu Sietovych
akadémii k niekolkym vyznamnym
zmenam. Niektoré sa nam pacili viac,
iné menej. Ukazalo sa, Ze zavedenie
novych verzii vzdelavacich materialov -
Discovery a Exploration a podstatne
vyznamnejsie vyuZivanie novej verzie
Packet Tracer vo vyucbovom procese
bolo Studentmi prijaté kladne. Zvlast’
je vysoko hodnotené metodické vyuzi-
vanie simulaénych vlastnosti PT a to,
Ze Studenti si maju moznost’ nainstalo-
vat’ a vyuzivat’ aj na svojich osobnych
pocitacoch. Je naozaj Skoda, ze dlho
ocakavané kurzy CCNA VolP a CCNA
WiFi nebudu zatial' do programu zave-
dené. Ako docasnui nahradu, zvlast' pre
inStruktorov programu, pontkame
ucast’ na Letnej Skole NetAcad 2009,
v ramci ktorej by sme radi ponukli
nielen moznost’ absolvovat’ Standardné
kurzy v skratenom case, ale aj prave
v zozname kurzov chybajuci a zo
strany akadémii ziadany kurz venovany
problematike VolP.

Co je viak najdélezitejsie: Ocakavame,
ze Letna Skola uz tradi¢ne vytvori
priestor nielen na vzdelavanie, ktoré je
vedené spickovymi pedagogmi, ale aj
na vymenu sklsenosti, vytvaranie
novych kontaktov, a priatel'stiev.

Nechcem robit’ zaverecné hodnotenie
minulého skolského roku, pretoze este
mame pred sebou také vyznamné
aktivity ako si medzinarodné kolo
sat’aze NAG 2009, ktoré tento rok
bude opit’ organizované na Slovensku,
(FIT STU BA, 25.-26.6.2009) za Ucasti
sut’aziacich z krajin strednej a vychod-
nej Eurdpy. Verim, Ze aj tento rok nas
budl nasi Studenti dobre reprezento-
vat a ze sa zopakuje minuloroény
Uspesny ,,scenar” zo sut'aze v Brne.
Dovolujem si este touto cestou vyzvat’
pedagdgov programu k aktivnej Ucasti
na vyznamnej medzinarodnej konfe-
rencii, ktord je venovana vyuZivaniu
IKT vo vzdelavani, ICETA 2009
(www.iceta.sk) a na ktorej uz tradi¢ne
bude mat’ program samostatnu sekciu

No a samozrejme este raz by som Vas
chcel aj osobne pozvat' na nasu najvy-
znamnejSiu  tohtoroénd aktivitu —
vyroéni konferenciu programu
NetAcad, ktora sa tento rok bude
konat’ v Brne.

Toto dislo Newslettera je posledné
v tomto Skolskom roku (v letnych
mesiacoch ma Newsletter “prestav-
ku”) a nové dislo bude vydané az
v novom $kolskom roku - v septembri.
Preto by som Vam chcel touto cestou
popriat’ prijemné stravenie letnych
prazdnin, aby sme sa v novom $k. roku
stretli plni sil a entuziazmu a aby novy
Skolsky rok bol pre nas este Uspesnej-
Si. Verim, Ze sa o svoje zazitky z leta
s nami podelite, a Ze septembrové
islo bude pIné Vasich “siet'ovych aj
nesietovych” zazitkov.

Frantisek Jakab
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‘ iCompetition: vit'azstvo slovenskych inStruktorov

Slovenski pedagdgovia boli vo findle
sut'aze iCompetition najuspesnejsi
InStruktori sietovych akadémii zo
Slovenska dosiahli velky medzinarod-
ny Uspech. Vo findle 2. rocnika sttaze
pedagégov 5kél zo strednej
a vychodnej Eurépy zapojenych do
programu Sietovych akadémii Cisco,
ktoré sa konalo na Polytechnickej
univerzite v Bukuresti, obsadili prvé,
piate a 6sme miesto. Slovensko sa tak
stalo najdspesSnejSou spomedzi
29 krajin strednej a vychodnej Eurdpy.
Do sut’aze iCompetition 2009 sa
zapojilo viac ako 200 pedagégov
strednych a vysokych $kél, ktori mu-
seli prejst’ sitom troch kvalifikacnych
kol prostrednictvom internetového
portilu. Do bukurestského finale
sa prebojovalo desat’ najlepsich
z nich. Okrem troch slovenskych to
boli po dvaja pedagbgovia z Ukrajiny
a Rumunska a po jednom z Ceska,
Bulharska a Turecka. Slovensko tak
malo najlaspesSnejSie zastUpenie
v pocte finalistov.

Findle sa skoncilo velkym uspe-
chom instruktorov zo Slovenska.
Vitazom sltaZe sa stal Peter Paluch

zo Zilinskej univerzity s celkovym
skore 94,65 bodu zo 100 moznych.
Peter Fecilak z Technickej univerzity
v Kosiciach sa umiestnil na 5. mieste
a Tomas Kanocz z rovnakej Skoly
skonil na 8. mieste. ,,Sitaz iCompeti-
tion 2009 ukazala, ze uUspechy, ktoré

Online Round Winners

Name

Country Total Score

Peter Paluch

Slovakia

94.65

Romeo Lungu

Romania

90.56

Alexandr Oleynikov

Ukraine

87.16

Dmytro Andrushko

Ukraine

83.26

Peter Fecilak

Slovakia

83.09

Tomas Fidler

Czech Republic

79.19

Delian Genkov

Bulgaria

66.29

Tomas Kanécz

Slovakia

61.67

Anil Ergunsah

Turkey

54.62

Alexandru Ana

Romania

33.89
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dosahuju  Studenti programu Sieto-
vych akadémii zo Slovenska
v medzinarodnych sltaziach, nie su
ndhodné. Aj ich uditelia patria
k medzinarodnej Spicke,“ povedal
koordinator programu NetAcad
FrantiSek Jakab.

Zaujemcovia mohli priebeh dvoj-
diiovej sut’aze sledovat’ prostred-
nictvom video IP streamingu,
ktorého vysielanie zabezpecoval
tim z Technickej univerzity
v KoSiciach.

»Sutaz bola zo strany organizatora
skvele pripravena,” komentuje Peter
Palich. ,,Body bolo mozné ziskavat’
v teoretickych testoch, pri rieSeni
praktickych Uloh a v priprave kratkej
prezentacie na nahodne pridelend
tému. Bol som dprimne velmi prekva-
peny, ako naSi rumunski kolegovia
dokazali v hraniciach uciva CCNA
semestrov postavit’ neobvykle naroc-
né a originalne sutazné zadania. Roz-
siahle faktografické znalosti pri rieseni
zadani boli dolezité, ale este dolezitej-
Sia bola schopnost’ kreativne a najma
uplne netradicne ich kombinovat’
a pouzivat,” pokracuje. ,Velmi sa
te$im z toho, aky skvely Gspech mala
nasa slovenska 'expedicia’ do Rumun-
ska. Cely cas sme sa vynikajuco bavili
a nase vydarené umiestnenia vo vy-
slednom rebricku st odrazom toho,
ze na Slovensku ma program Cisco
Siet'ovych akadémii mimoriadne vyso-
ka droven, a to aj v eurépskom me-
radle.

Ja osobne si vSak na sttazi iCompeti-
tion najviac vazim prave prilezitost’
stretnut’ sa s novymi fludmi na rovna-
kej vinovej dizke a nadviazat' nové
priatelstva. Ved’ o tom nakoniec vset-
ky siete su — o komunikacii a o kon-
takte.” uzatvara Peter Paltch.

Frantisek Jakab
koordinator programu
Siet'ovych akadémii v SR
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T-Systems Slovakia: EtherChannel

V minulych cislach sme vdm predstavili tim
NW&FW spolocnosti T-Systems Slovakia.
Obozndmili sme vds s Load-Balancing
technoldgiou, s ktorou
tento tim pracuje. Dnes budeme
pokraéovat’ technolégiou Ether-
Channel.

Obr. |.

Technolégia EtherChannel umoz-
nuje spojit’ viacero fyzickych
ethernetovych liniek do jednej
logickej, ¢im je mozné efektivne
znasobit’ priepustnost’ dat medzi
prepina¢mi, smerovac¢mi alebo
servermi az na 80Gb/s pri pouziti
osmich |0Gb/s portov na kazdej stra-
ne. To okrem obrovskej rychlosti
zaruCuje aj redundanciu v pripade
zlyhania. Vdaka tymto vyhodam je
vhodné pouzit EtherChannel
na BACKBONE sietach, ale mozné to
je na inych miestach v sieti. V minulosti
platilo obmedzenie, ze vsetky pouzité
porty museli byt' na jednom zariadeni,
no Cisco Virtual Switching System
tento problém odstranuje. Je preto
mozné vytvarat’ Multichassis Ether-
Channel (MEC) a entity "virtualnych
prepinacov". Z toho vyplyva, ze ked' sa
EtherChannel nakonfiguruje, vsSetky

Catalyst 3750 Swilch Stack A
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. TERMI'N ZASIELANIA
ZIADOSTI O SPONZORSKU
PODPORU JE 15. jun 2009

Vazena NetAcad komunita,

dovolujem si Vam oznamit, Ze aj
v tomto roku sa nam vdaka dobrym
vysledkom programu Sietovych
akadémii v SR podarilo ziskat’ financ-
né prostriedky na podporu skol
zapojenych do programu (podpora z
MS SR a sponzorov programu).

Prostriedky su ucelovo uréené na
nakup zariadeni potrebnych pre
vyucbu programu NetAcad. O pod-
poru sa mozu uchadzat’ vsetky Skoly
zapojené do programu prostrednic-
tvom zaslania Ziadosti na adresu:
Frantisek Jakab,

koordinator programu NetAcad pre SR
Cisco Slovakia, spol. s.r.o.

Apollo Busines Center

Milynske nivy 43

82109 Bratislava 2.

Ziadost’ o finan&na podporu
prosim zasielajte aj elektronicky

na adresy szalay@elfa.sk

a fjakab@cisco.com.

Zvlast’ upozornujeme, aby tdto prile-
zitost' vyuzili predovSetkym nové

@ ;

SPONZORSKA PODPORA
na nakup zariadeni potrebnych
pre vyucbu NetAcad

Skoly a Skoly, ktoré potrebuju za-
bezpedit’ inovaciu skér zakupenych
vyucbovych zostav.

Podmienky:

a. Skola ma platnd podpisan(i zmlu-
vu o zriadeni LCNA/RCNA

. Skola sa mé¥e uchadzat’
o podporu aZ do vySky cca
70% z celkovej hodnoty ku-
povanych zariadeni.

Aktudlna cenova kalkulacia pre
jednotlivé varianty LabKitov Vam
bola posland mailom. K cene
v prilohe je potrebné pripoditat’
DPH (19%) a je potrebné ratat’ aj
s cca + 10% na dopravu a servisnd
podporu.
V termine do 25.6.2009 bude skola
informovana, ¢i jej ziadost’ bola
podporena.
Prosim kontaktujte ma, ak potrebu-
jete dalsie informacie.
S pozdravom,
Frantisek Jakab
Koordinator NetAcad pre SR

Cisco Slovakia
0905715 816

Catalyst 3750 Switch Stack B
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linky, ktoré su jeho castou, zdielaju tie
ist¢ MAC a IP adresy. To ho urobi
z hladiska aplikacii a uzivatelov jednou
logickou linkou a jej casti su neviditel-
né.

Obr. 2.

Tato technoldgia bola predstavena
spolo¢nostou Kalpana na zadiatku
90-tych rokov minulého storodia
a v roku 1994 ich odkupila firma Cisco
Systems. Popri tom vydal |EEE otvore-
ny Standard EtherChannelu 802.3ad,
ktory je mozné pouzit' na UTP aj na
optickych spojeniach.

Spolocnost’ T-Systems Slovakia vyuziva
tito technoldgiu v plnej miere pri
prepojeni datovych centier, kde su
potrebné velké prenosové kapacity
a spolahlivost’ pripojenia.

Tim NWS&FW zodpovedd za spravnu
implementaciu poziadaviek zakaznikov,
ako aj promptnu reakciu na potencialne
vzniknuté problémy. EtherChannel je
vsak len jednou z mnohych technoldgii,
s ktorymi sa denne tim stretava.
V nasledujicom ¢isle budeme pokraco-
vat’ predstavenim dalSieho riesenia.

Martin Hanc
NW&FW Tim
T-Systems Slovakia s.r.o.

LETNA SKOLA NetAcad 2009

Pozyvame vas na program
Letnej Skoly 2009, ktora bude
prebiehat’ v mesiacoch jul a
august.

Cielom Letnej Skoly programu
Sietovych akadémii je zvySovanie
kvality pripravy instruktorov
(pedagogov strednych a vysokych
skol) ako aj Studentov programu.

Ide o sériu velmi intenzivnych,
navzajom na sebe nezavislych kur-
zov. Zamerom aktivity je umoznit
akadémiam zapojenym v programe
Sietovych akadémii vyskolit’ si v ¢o
najkratSsom case co najviac instruk-
torov a sUc¢asne umoznit’ Studen-
tom intenzivnou formou ziskat’
nové vedomosti.
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Tento rok bude Letna skola organi-
zovana na viacerych miestach a to
na pode:
« Zilinskej univerzity
« SOSv Handlovej
* a Technickej univerzite

v Kosiciach
(pre Studentov strednych
a vysokych $kol), pricom podujatie
v Handlovej je urcené Studentom
strednych skél.
Dalsie informacie o Letnej 3kole si
zverejnené na znamej stranke
www.netacad.sk

V  pripade akychkolvek otazok
kontaktujte administratora Letnej

Skoly: szalay@elfa.sk

Redakéna rada
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Narodné kolo sut’aze Studentov programu NetAcad
Networking Academy Games (NAG 2009)

ZADANIE - kategoéria PT
Topology diagram
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Instructions

You have 60 minutes to configure all requirements.

Double-click on the “PT-NAG-2009.pkt” icon located on your desktop and wait
until this file is open in Packet Tracer 5.1.

Follow the scenario to complete the configuration tasks. During the configu-
ration periodically save your file to prevent data loss in case of Packet
Tracer crash.

Do not make any changes to the logical topology. When configuring
hostnames, passwords etc. follow the capitalization of letters exactly as it is in
the assignment. If you have any questions, please, do not hesitate to ask. Try
not to leave any task unconfigured. If you have only some parts of the task
correct, you will receive partial credit.

After the task completion save the PT file under your surname on the desktop.

Mext Hop wia [P: 5.55.6 > )
Frirniary
| Partner / lnternet

R4
l, fl_mkI,‘ = Connection

; Cloud-PT
outer-PT  Preconfigured
ISPl WAN-TSP1

OSPF DR

Router-
WIFIRoute

PCWLAMZ

Erm— ]
PC-PT
PCWLANT

Router-PT

StaffRouter Staff3w

CoreShw

Router-PT
WANRouter

PCYLAMNS

Scenario

The ICMP Inc. Company is building its new data network. The topology of the
network is shown on the diagram above. A primary Internet and Partner com-
pany connection is through the ISPI router. The ISPI router redistributes the
default route through a dynamic routing protocol. When the Internet and the
Partner company connection through the ISPI is broken, static backup routes
will route packets through a BranchOfficeRouter and a DSL modem connection
located in the Remote Branch Office network. Routers ISPI and BranchOffi-
ceRouter and the StaffSW switch are partially preconfigured. Your task is to
enable reliable connection between the network segments, Internet and the
Partner Connection .

Assignment - subnetting

Use the VLSM method to divide the address space of the 192.168.1.0/24 network to cover the needs of the
topology shown on the diagram. Choose always the subnet mask with the fewest number of host bits required.

The WAN serial connection between routers WIFIRouter and ISP| should use the |** subnet.

1* subnet address: . . Netmask: .

The WAN serial connection between routers WANRouter and BranchOfficeRouter should use

the 2* subnet.

2" subnet address: . . Netmask: ___.

The 3" subnet is to be used for the CORE Network.
3 routers will be used in this network.

3" subnet address: . . Netmask: ____.

The 4 subnet is to be used for the LAN WIFI Network.
10 computers will be used in this network.

4" subnet address: ___. . Netmask: ____.

The 5% subnet is to be used for the LAN VLAN2 of the STAFF Network.
4 computers will be used in this network.

5% subnet address: . . Netmask: ___.

Pokracovanie na str. 5

Strana 4




NetAcad Newsletter 06/09

ZADANIE - kategoria PT

Pokracovanie zo str. 4

The 6™ subnet is to be used for the LAN VLAN3 of the STAFF Network.
5 computers will be used in this network.

6" subnet address: . . Netmask: .

The 7™ subnet is to be used for the LAN VLAN4 of the STAFF Network.
5 computers will be used in this network.

7% subnet address: . . Netmask: .

The 8" subnet is to be used for the LAN VLANS of the STAFF Network.
Use the same size of this subnet as the size of the 7 subnet.

8" subnet address: . . Netmask: .

NOTE: IP Subnet Zero is a valid subnet. Use it as the 1** subnet.

Assignment - configuration

Basic router configuration

Educating the a
| of the networked

NAG 20009 |\ome

GAMES

Switch configuration

Configure VLAN 2, 3, 4 and 5 on switch StaffSW.

Configure a management network interface on the StaffSW.

For this purpose use the VLANS and the last usable IP address of VLANS
subnet.

Configure a default gateway on the StaffSW so the switch will be available
from remote networks.

On StaffSW, associate port FO/I to VLAN 2, port FO/2 to VLAN 3 and port
FO/3 to VLAN 4.

On StaffSW, make sure that the access ports used by PCs are able to trans-
fer network traffic as soon as the PCs are connected to them.

On SwaffSW, configure port F0/24 into a mode, when all defined VLANs will
be available on this port.

LAN connectivity

Set the hostname of each router. The hostname has to be the same name as
the Display Name of the device in Packet Tracer.

Each router has to require strong secured password “strawberry” to access
the privileged executive mode. Password for console access has to be the
same as the password for the privileged executive mode and it has to be
secured by a weak encryption scheme.

Configure each computer in the LAN Network to use a DHCP service to
receive its IP configuration. Configure the corresponding DHCP services on
the StaffRouter router.

Configure a SRV server with a static IP address: 10.0.0.2 with a default class-
full netmask. Configure a default gateway on the SRV server.

Users connecting to the CLI of routers should be warned with the following
message of the day text:

“Unauthorized access prohibited!”

Make sure that a computer WIFIPC will be associated and connected to a
WIFI network provided by the CorporateAP access point.

WAN connectivity

On each router, disable following services:
e CDP (globally)
*  DNS lookups (globally)

On appropriate interfaces in the topology, configure the physical speed of
serial links to be 250kbps.

Make sure that dynamic routing protocols (for future use) will use a proper
transmission speed of serial interfaces in their calculations.

A Fast Ethernet interface of the router StaffRouter is connected to a trunk
port on a switch StaffSW. On the StaffRouter create and configure subinter-
faces with the same subinterface numbers as the VLAN numbers for VLAN2,
VLANS3, VLAN4 and VLANS vlans of StaffSW.

Routing

Configure IP addresses on Fast Ethernet interfaces and subinterfaces of
routers:

¢ The second usable IP addresses of the LAN subnets are to be used on
Fast Ethernet interfaces and subinterfaces of routers connected to
STAFF and WIFI networks.

For the FastEthernet interface of the WIFIRouter connected to the
server SVR use the IP address 10.0.0.1 with a default netmask.

For the Fast Ethernet interface of the WIFIRouter connected to the
CORE Network use the first usable IP address of the CORE Network
subnet.

For the Fast Ethernet interface of the StaffRouter connected to the
CORE Network use the second usable IP address of the CORE Net-
work subnet.

For the Fast Ethernet interface of the WANRouter connected to the
CORE Network use the third usable IP address of the CORE Net-
work subnet.

Configure a single area OSPF dynamic routing protocol on each router. As
the OSPF process number use the number |. As the OSPF area number use
the number 0.

The number of “network” configuration commands should be as many as
the number of active interfaces configured on a router.

Routers StaffRouter and WANRouter should never became OSPF Desig-
nated Routers on the CORE Network.

On the ISPl router, configure redistribution of information about default
route in the OSPF protocol.

A primary default route via ISP| is redistributed in OSPF from the ISPI
router. Configure on each router except the ISP| router one backup static
default route that will route traffic through a modem connection to ISP2.
These backup routes should be used in the routing table only, when the
default route from the OSPF is not available anymore. For static routes use
the next hop’s IP address instead of the outgoing interface.

Security

The first usable IP addresses of the WAN subnets are to be used on the
DCE side of the serial connection.

The second usable IP addresses of the WAN subnets are to be used on the
DTE side of the serial connection.

The first VTY interface of the WIFIRouter should be accessible only from
the 5.5.5.255 IP address. For this purpose create and assign a named access
list called REMOTECLI.

Cisco | Networking Academy”®
Mind Wide Open”

Permit only telnet connections going to the Internet through the WAN-
Router, from networks in VLAN3 a VLAN4 in the LAN Network. All other
communication going to the Internet through the WANRouter should be
blocked. The ACL’s name must be INET_TELNET. Computers in VLAN2
should be able to access the WANRouter.

Verification

Copy the “pt3000-i6q412-mz.121-22.EA4.bin” file from the server SRV to
the flash device of the “WIFIRouter” device.
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Narodné kolo sut’aze Studentov programu NetAcad
Networking Academy Games (NAG 2009)

ZADANIE - kategéria UNI
Topology diagram

loopl 10.0.0.11/32 loopl 10.0.0.22/32

F0/0.1 (VLAN1)
172.16.1.1/24

(VLAN2) F0/0.2
172.16.2.1/24

m’ 172.16.1.2/24

172.16.2.10 assigned
via DHCP

loop7 7.7.7.7/24

Instructions

You have 30 minutes to prepare and 60 minutes to configure all requirements.
During preparation time, read tasks carefully and make notes. The topology is
physically connected. If you have any questions or you think you may have
physical layer problems, do not hesitate to ask. Try not to leave any tasks un-
configured. If you have at least some parts of the task correct, you will receive
partial credit.

Basic router configuration

Each router is to be named and have enable secret: Cisco

Configure WAN link between Rl and R2 routers. Enable PPP protocol and
set up 256kbps speed to link.

Make sure that dynamic routing protocols (for future use) will use a proper
transmission speed of serial interfaces in their calculations of metric.

Set IP addresses to loopback interfaces and WAN link according to the
diagram to both routers. Verify connectivity on WAN link by ping.

Each router should allow telnet access on all VTY lines. Configure VTY line
password as ciscoOl. On VTY lines enable synchronization of CLI (prevent
of rewriting of commands in CLI by router’s messages).

Users connecting to the CLI of both routers should be warned with the
following text:

“Unauthorized access prohibited!”

On each router disable following services:
¢ CDP (globally)
*  DNS lookups (globally)

Routing

Enable OSPF on both routers. Enable routing for 10.0.0.0/8 and
172.16.1.0/24 networks. Use area ID 0 and OSPF process number I. Verify
correct routing by ping to loopback | IP address of the opposite router.

On router R2 configure static route toward RI for subnet 10.0.51.0/24.

On router RI configure static route toward R2 for subnet 7.7.7.0/24. Verify
correct routing by ping IP address 7.7.7.7 from router RI.

LAN

Configure VLAN 2 on switch SWI, set up port FO/| (PC connected) to
access mode and associate it to VLAN 2

Enable trunk on port FO/24 on switch SW| without negotiation.

On router R configure subinterfaces F0/0.1 and F0/0.2. Associate appropri-
ate VLANS and IP address to subinterfaces according to the diagram.

Configure IP address on switch SW | and default gateway. Verify connectivity
from switch by ping to IP address 10.0.0.22.

End host (PC) connectivity configuration

Configure DHCP server on Rl for host connected to SWI FO/I interface.
R1 should always assign following parameters to the host:

e IPaddress: 172.16.2.10

¢ Default gateway: 172.16.2.1

* DNSserver: 7.7.7.7

¢ Domain name: olymp.sk

e Lease time: 2 hours 35 minutes

Do not use static DHCP configuration (do not bind MAC address to IP
address in your configuration). Configure this task with the minimum com-
mands necessary.

172.16.2.0/24 network should not be listed in routing table of R2. When R2
receives any packet from network 172.16.2.10/24, it must be seen with
source IP address of network 10.0.51.0/24.

Security

Host connected to Rl may ping only to loopback7 on router R2 and telnet
only to loopback | on router RI. Other communication for this host must
be denied. Apply this ACL:

¢ inbound to FO/0 interface of R2
e using name OLYMP

Configure this ACL with minimum number of lines necessary. All other
communication must be unrestricted.

Passwords must not be saved into configuration file as clear text.

Configure Syslog logging on R1. Syslog server runs on host 172.16.2.10.

Notice: Be sure to save your configuration to the NVRAM frequently. For
evaluation purposes, the running-config from each device will be
downloaded and evaluated; however, if the running-config will not be acces-
sible for whatever reason, the startup-config will be taken instead and evalu-
ated by the jury.
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Pocet odhalenych zranitelnych miest v
informaéno-komunikaénych technolé-
giach medzirocne vzrastol o | 1,5 per-
centa. Krimindlne prostredie neustale
objavuje nové sposoby zneuzivania
fudi, sieti aj internetu.

Podla bezpecnostnej spravy Cisco
Annual Security Report pocet Gtokov z
legitimnych domén sa temer zdvojna-
sobil, st €oraz viac cielené, kombinova-
né a viacsmerové. Mnozstvo Skodlivé-
ho softvéru Sireného cez prilohy elek-
tronickej posty sa sice pocas posled-
nych dvoch rokov zniZil o polovicu, na
druhej strane vSak az trojnasobne
stipol pocet zranitelnych miest v
oblasti virtualizaénych technologii. Kym
v minulosti byvali Utoky na informacné
systémy zvacsa pripadmi kybervandaliz-
mu a slaZili na zviditelnenie sa hacke-
rov, stcasné utoky su dielom cielave-
domého "biznisu", &asto riadeného
organizovanym zlocinom.

Vsadepritomna hrozba

Sucasné bezpecnostné hrozby su rozsi-
renejSie a nebezpecnejsie ako v minu-
losti. Nesustreduju sa uz len na jednot-
livé PC, ale na celé podnikové a regio-
nalne siete a dokonca aj na globalnu
infrastruktiru. Znamy virus Slammer
sa dokazal rozsirit' po celom svete za
I'l minGt a v case svojho najvacsieho
rozsirenia infikoval kazdd sekundu 55
milidnov novych poditacov.

Situdcia sa oproti ¢asom, ked’ sa virusy
Sirili takmer vyluéne cez diskety, pod-
statne zmenila. VSadepritomny pristup
k webovym aplikaciam na jednej strane
umoznuje pouzivatelom pracovat’
odkialkolvek a kedykolvek, co je sice
fajn, ale na druhej strane su i siete
vystavené hrozbam odkialkolvek a
kedykolvek. Tradicné siet'ové bariéry,
ktoré oddeluji déveryhodné Ccasti
infrastruktiry od tych ostatnych, po-
stupne miznd. Tym, Ze sa aplikacie
spristupiuju aj vzdialenym pocitacom a
systémom, sa sietovy perimeter stava
menej konkrétny a zloZitejsi na ochra-
nu.

Bezpecnostné hrozby sa tykaju velkych
i malych. Zatial' ¢o prva skupina organi-
zacii vyuziva Specializované bezpec-
nostné timy, malé a stredné podniky si
takyto "luxus" spravidla nemézu dovo-
lit. SofistikovanejSim druhom skodli-
vych koédov vsak musia Celit’ vSetci, bez
ohladu na to, ¢i st mali alebo velki.
Organizacie mézu riziko strat svojich
dat znizit’ vyladenim pristupu a apliko-
vanim zaplat na zname zranitelné mies-
ta. Mali by vsak urobit’ viac.
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Naucte svoju siet’
zakladom sebaobrany

Sebaobranna siet’

Pre mensie organizacie je dolezité, aby
mali bezpecnu a adaptabilnt siet, ktora
si nevyzaduje podporu vlastnych bez-
pecnostnych Specialistov. Jednou z
moznosti, ako zabezpecit' firemnu
infrastruktiru bez Specializovaného
utvaru, je koncept sebaobrannej siete.
Takato siet, ktora dokaze sama seba
chranit, ma v sebe integrované tri
zakladné vrstvy - bezpecnost’ aplikacii,
ochranu pred skodlivymi kédmi, ako aj
komplexnt kontrolu siete. Vdaka
tomu je schopna predpokladat’ hrozby,
prisposobovat’ sa im a reagovat’ na ne
skor, ako sa vyskytnd, resp. hned’ ako
zaénl posobit’.

Stratégiu sebaobrannej siete Cisco
povodne budovalo na sietovom zakla-
de, cize na integracii technoldgii pre
firewally, virtudlne privatne siete a
proaktivne zabezpecovacie systémy
pred napadnutim. Nové bezpecnostné
hrozby viedli k zdokonaleniu tohto
konceptu. V sucasnosti je architektdra
sebaobrannej siete postavend na
ochrannych mechanizmoch nielen pre
siete, ale i pre koncové zariadenia
vratane aplikacnej bezpecnosti, zabez-
pecenia obsahu, spravy identit, vynuco-
vania bezpecnostnych politik a monito-
rovania bezpecnosti. Ak napriklad
Cisco Security Agent zachyti podozri-
v aktivitu na PC, informuje o tom
Cisco Security Monitoring, Analysis
and Response System. Ten nasledne
zacne spolupracovat’ s riesenim Cisco
IPS na podrobnej analyze sietovej
prevadzky generovanej tymto pocita-
com a potlaceni potencialneho Utoku.
Cisco Security Manager umoznuje
definovat’ presné firemné bezpecnost-
né politiky prostrednictvom centralizo-
vaného rozhrania.

Za siet’'ovym perimetrom

Zakladnymi stavebnymi kamenmi seba-
obrannej siete je modularny bezpec-
nostny systém ASA 5500 Series, Cisco
Integrated Services Routers a Cisco
Catalyst 6500 Series, ktoré vnasaji do
siet'ovej infrastruktdry robustny sibor
bezpecnostnych sluzieb. ASA 5500
Series je vykonny modularny systém,
ktory poskytuje funkcie aplikacného
firewallu a zabezpecené prenosy cez
virtudlne privatne siete.

Nové sposoby komunikacie a spolu-
prace, ako su webové aplikicie alebo
instant messaging, na jednej strane
zjednodusujl pracu, ale sucasne su aj
lakavym ciefom pre hackerov. Dal3im
rizikom je narastajuce mnozstvo nevy-

ziadanej posty. Do tejto kategérie
mozno zaradit’ takmer 200 miliard e-
mailov denne, Cize okolo 90 percent
celosvetovej elektronickej posty.
Preto je nevyhnutné starat’ sa o bez-
pecnostnii ochranu aj za sietovym
perimetrom. Cisco vyvinulo rad prvo-
triednych technoldgii, ktoré to umoz-
nujd. Patria medzi ne spominany sys-
tém ASA 5500 Series pre ochranu
obsahu, Cisco |IOS pre filtrovanie
obsahu a bezpecnost’ hlasovej komu-
nikacie a najnovsie aj popredné webo-
vé a e-mailové bezpecnostné riesenia
od spoloénosti IronPort, ktora patri
pod spolocnost’ Cisco .

Skor identifikovat’ hrozby

Bezpecnostny systém Cisco ASA 5500
Series vyuziva i distribucna farmaceu-
ticka spolo¢nost’ Unipharma, dvojka
na slovenskom trhu s liecivami. Pomo-
cou distribucnych aut zabezpecuje
permanentné zasobovanie lekarni,
nemocnic a zdravotnickych zariadeni
po celom Slovensku. Unipharma za-
mestnava priblizne 500 pracovnikov.

"Na komunikaciu s klientmi aj medzi
sebou navzidjom vyuzivame prakticky
vietky dostupné komunikacné kanaly,
od telefonovania az po elektronické
obchodovanie," tvrdi IT manazér
spolocnosti Roman Karak. Pri predaji
liekov sa uplatiiuju prisne legislativne
pravidla, ktoré musia dodrziavat
vSetci Ucastnici biznisu. Je to jednak
spravna distribuéna prax, ale aj urdcité
zakonné obmedzenia. Pri elektronic-
kom obchodovani lekarnik na zaklade
svojich skladovych zisob zasle objed-
navku na lieky, ktoré potrebuje dodat’.
Po posudeni predpisanych pravidiel,
ako je povolenie obchodovat' s liekmi
ako takymi, doplnkovymi zdravotnic-
kymi materialmi, omamnymi ¢i psy-
chotropnymi latkami, Unipharma
objednavku zrealizuje.

"V duchu legislativnych noriem sme
povinni zabezpecit’ zdravotn( starost-
livost, ¢o v naSom pripade znamena,
Ze musime dodat’ objednany liek v
uréitom predpisanom case. Z tohto
hladiska je pre firmu funkénost’ infor-
maéného systému a sietovej infra-
Struktiry Zivotne dolezita, nehovoriac
o samotnom komerénom rozmere
dostupnosti tychto systémov. Vypa-
dok €o i len na niekolko minut by pre
Unipharmu znamenal pomerne vysoky
negativny dopad, hlavne vo vztahu so
zakaznikom.

Po implementacii Cisco ASA 5500
Series spoloénost’ dokaze skoér identi-

Cisco ASA 5500

Produktovy rad Cisco ASA
5500 (Adaptive Security Ap-
pliance) zahrna portfélio Spicko-
vych vysokovykonnych multi-
funkénych bezpecnostnych zaria-
deni, ktory ziskal mnohé ocene-
nia. Implementuje konvergentné
rieSenia ako su firewall, ¢&i rieSenie
pre vytvaranie virtualnych privat-
nych sieti (VPN), ¢im chrani vasu
siet’ pred vonkajSimi atokmi
a inymi bezpe¢nostnymi rizikami.
Cisco ASA 5505 je vykonny,
modularny bezpecnostny produkt
so Sirokym vyuzitim. Poskytuje
funkcie aplikaéného firewallu
a zabezpecené VPN prenosy.
Produkty Cisco ASA 5500 umoz-
nuju Standardizovat’ bezpecnostné
funkcie na jednej platforme pod
jednotnou spravou, ¢im je mozné
zjednodusit’ spravu siete a dosiah-
nut’ nizSie prevadzkové naklady
resp. nizSie naklady na nihradné
komponenty.

Klaéové vlastnosti Cisco ASA

5505:

*  Kombinuje firewall a VPN

e Chrani siet pred utokmi z
vonkajSieho prostredia, ochrana
pred DoS utokmi
Zabezpecuje aplikacie a blokuje
nevhodnt komunikdciu.
VPN sluzby a VPN termindciu
pre prepdjanie sieti
IPSec SSL VPN sluzby pre bez-
pecny vzdialeny pristup mobil-
nych uzivatelov
Hibkova plnostavovd inspekcia
a ochrana desiatok protokolov
Centralizovand sprava pri nasa-
deni viacerych systémov
Podpora translacie adries NAT

Cisco

fikovat' a prisposobit’ sa potencialnym
bezpecnostnym hrozbam, ako aj nega-
tivnym dopadom, ktoré by mohli mat’
na distriblciu lieciv. Pokial ide o oblast’
bezpecnosti a dostupnosti sluzieb,
dalSie investicie Unipharma planuje
zamerat’ najma do skvalitnenia infor-
maénych technoldgii a komunikacnej
infrastruktury, aby dosiahla minimalne
99-percentni Uroven prevadzky bez
vypadkov.

Cisco
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FREE CCENT Certification Training

B

The webinars will be hosted by the Technical Advocacy team live on WebEx.
You will receive full training that will prepare you to pass your CCENT certifi-
cation exam. And the exam fee waiver programme currently open to all Net-
working Academy instructors means that you can take your certification exam
totally FREE of charge.

Dear Colleague

Are you CCENT certified? Do you know the
CCENT certification exam?! Can you truly
prepare your students for an exam unless you
take it yourself?

Cisco Networking Academy would like to
invite CCNA Discovery & Exploration instruc-
tors to attend a FREE exam certification train-
ing webinars starting in June 2009.

There has never been a better opportunity for you to become certified.
Up to 6 FREE EXAM VOUCHERS per instructor
FREE training with your Networking Academy Technical
Advocacy Managers
A full training schedule kicking off in June
In the very unlikely event that you do not pass your exam
first time, you can attend more training and try again

There will be four sessions covering all you need to know in order to
become CCENT certified. It is recommended that you attend all
fours sessions to gain full benefit of this training.

The schedule kicks off on June 9%, followed by sessions on the 1%,
16, and 17 in English.

To register for these sessions please follow these instructions:

Topic: CCENT Instructor Training - Session | (English)
Host: Jaskaran Kalsi
Date: Tuesday 9" June, 2009
Time: 13:00 GMT Daylight Time (GMT +01:00, London)
Event Number: 202718 118
To register for this training session:
¢ Go to https://cisco.webex.com/cisco/onstage/g.php?d=2027 181 | 8&t=a and register.
¢ Once registered, you will receive a confirmation email with instructions for joining
the session.

Topic: CCENT Instructor Training - Session 2 (English)
Host: Jaskaran Kalsi
Date: Thursday | 1% June, 2009
Time: 13:00 GMT Daylight Time (GMT +01:00, London)
Event Number: 201 186 557
To register for this training session
*  Go to https://cisco.webex.com/cisco/onstage/g.php?d=201186557&t=a and register.
¢ Once registered, you will receive a confirmation email with instructions for joining
the session.

Topic: CCENT Instructor Training - Session 3 (English)
Host: Jaskaran Kalsi
Date: Tuesday 16 June, 2009
Time: 13:00 GMT Daylight Time (GMT +01:00, London)
Event Number: 204 823 012
To register for this training session
*  Go to https://cisco.webex.com/cisco/onstage/g.php?d=204823012&t=a and register.
¢ Once registered, you will receive a confirmation email with instructions for joining
the session.

Topic: CCENT Instructor Training - Session 4 (English)
Host: Jaskaran Kalsi
Date: Wednesday |7 June, 2009
Time: 13:00 GMT Daylight Time (GMT +01:00, London)
Event Number: 202 909 812
To register for this training session
*  Go to https://cisco.webex.com/cisco/onstage/g.php?d=202909812&t=a and register.
¢ Once registered, you will receive a confirmation email with instructions for joining
the session.

For assistance: You can contact
¢ Jaskaran Kalsi at: jkalsi@cisco.com; +44 7825 774337

We hope you will make the time to attend June's training webinars and take this
opportunity to become CCENT qualified.

Best wishes
Cisco Networking Academy team

8. ro¢nik vyrocnej konferencie
programu Siet’'ovych akadémii

Dovolujeme si Vas pozvat na
8. rocnik vyroénej konferencie
vzdelavacich institlcii zapojenych
do programu Sietovych akadémii
v Ceskej a Slovenskej republike.
B Ditum: 18. - 20. juna 2009

B Miesto konania konferencie: FIT
VUT Brno, Bozetéchova ulica ¢.
I., Brno

Ubytovanie a spolocensky ve-

&er: SS informatiky a spojd,

Cichnova 23, Brno
Samotna konferencia bude prebie-
hat' v priestoroch FIT VUT Brno,
kde bude zaistené obcerstvenie ako
aj obedy. Registracia Gcastnikov
bude po oba dni otvorena od 8:00
hod pred vstupom do konferenénej
saly.
Ubytovanie vratane ranajok je re-
zervované v ramci ubytovania v in-
ternatoch SS informatiky a spoji
(http://www.sosinformatikybrno.cz).
V kazdej izbe si dve samostatné
bunky (dvoj-troj postelové) a spo-

VTIPY ©

loéné socidlne zariadenie. Neza-
budnite pri registracii uviest’ svojho
spolubyvajliceho. Ubytovanie si
hradi kazdy Gcastnik sam na mieste
a to v hotovosti (cena 450 K¢ /
osoba / noc vratane ranajok).

Z miesta ubytovania bude zaistena
kyvadlova doprava na miesto kon-
ferencie.

Pre ucastnikov, ktori dorazia vecer
18. 6. 2009 pred zahdjenim konfe-
rencie, bude organizovana vecera
na mieste ubytovania od 18:00 do
19:30 hod. Od 20:00 hod planuje-
me pre zaujemcov bowlingovy
turnaj.

Pre Gcastnikov so Slovenska bude
zabezpeceny autobus s klasickou
trasou KE-PP-ZA-BA-Brno.

Registrujte sa uz dnes na http://
www.cisco.com/webl/offer/
emea/3726lindex.html registracia
bude otvorena do 31.5.2009!
Tesime sa na Vasu Gcast’.

Organizacny tim
NetAcad konferencie 2009

Aké mena da dvojcatam IT-ckar? :D

Prispevky nepresli jazykovou a odbornou tpravou




